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Las \fegas, NV - January 23-28



Solution

Acumatica Centurion

Keep your guard up against malicious and unsavory files
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Problems

How can we protect Acumatica file upload process from
malicious actors and do it in a seamless way?

o Acumatica Summit 2022



Acumatica Centurion

Intercept File Upload

‘ Allow Save
Analyze File Set Comments —> - AND/OR -

Send Notification
L» Modify Data if Necessary
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Standard Acumatica

Q Acumatica : : Tt o A admin admin v

Stock tems ACTWITIES ~ FILES(2)  CUSTOMIZATION  TOOLS -
= AMCTOBAT - Custom Wooden Bat
& Projects P S o+ B G- K< > e
) Payables ”
 Inventory 1D Product Waorkgroup: e
tem Status: Active - Product Manager: o
® Receivaes Description: Custom Wooden Bat
Sales Orders GENERAL PRICE/COST WAREHOUSES ~ VENDORS  ATTRIBUTES ~ PACKAGING  CROSS-REFERENCE RELATED ITEMS »
2 Purchases i UNIT OF MEASURE
ITEM DEFAULTS Base Unit EA #  EDivisible Unit
LB Inventory e e MFGFG_- - Marufactring Flrehs 0] & = Sekée Ut A R  Q Acumatica Search % . ¥ dmin admin
Type: Finished Good - * Purchase Unit: EA £ #  EDiisible e
8 Olsaki () Weight Item s Files « [romzamon  TooLs -
25 payrol [ A B AMCTOBAT - Custc
: werage 6 + % = Projects “ =y Selectihe fie Browsa | | Upload
« Tax Category: EXEMPT - Exempt Tax Category ~ © 2 2
@ Deshbosrds *From Multiply/Divid Conversion To Unit
* Posting Class: AOL - All Cther ltems L7 Unit Factor @ - @ 4 ADDLINK REMOVELINK |=|  UPLOAD USING MOBILE APP
* LotSerial Class: NOTTRACKED - Not Tracked £ 7 e 5| Fita name Comment Last Date Editur]
Auto-Incremental Value:
0 ?  Industrial Motor, Aclose up of a toaster on atabl...  1/23/2022 Edit
< Country Of Origin US - United States of America » @ Receivables o "

Image_23.01.2022_ 10 53 .. Acupof eoffes sitingontop of ... 1/23/2022 Edit

Sales Orders
B Purchases
Cb Inventory
23 Payroll

Dashboards

Your product is in trial mode. Only two concurrent users ACTIVATE
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Data Migration

Files

Email Activity

|setect the fie.

“— = = ) mj REPLY ALL
@ 4 ADDLINK REMOVELINK |~  UPLOAD USING

REPLY

& File name Comment

From: admin
> Hackathon 2022 Lingerie jpg [Racy] Awoman in a white dress holding a pink umbrella. [Virus Scanned]
I To: administrator@acumatica.com
CC:
BCC:

o Acumatica Batch File Uploader — [m] x

Subject: Potential Dangerous File Upload

Folder Location ~[C:\Users\Administrater' Desktop\UPLOAD |

st Logon ower [ |

MESSAGE DETAILS
Site: hitp:/Aocalhost /AcumaticaERP

EndPaint | /entity/TTFieManagement/20 200 001/

Password |Fassword@1 |

A file has been flagged as questionable

Please review file

File: File Data Entry (47)\Hackathon 2022 Lingerie jpg
Comment:
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Mobile Upload

mpany

Froucts Wlolassle

Stock Items ~

Q Search

AACOMPUTO 4 Stock Item Summary

Inventory ID: AMCTOBAT  item Status: Active

AALEGOS00

= Description: Custom Wooden Bat

AAMACHINE] Manufecturing Finished..  Bace Unit: EA
Valuation Method: Average  Lot/Serial Cla... Nat Tracked

AAPOWERAIC

AM3E0WINDL

AMCON000S

AMCONOOG

AMCON00S

AMCONO10

AMCOTTON

AMCTOBAT

AMDOQRDHC

AMDOORSHC

Files

You can att

Tak

Insert Pt

Add [

X

Image 2. 41 8570 ;H_ETA

Files

Select the file.

¢ 4  ADDLINK REMOVELINK |~  UPLOAD USING MOBILE APP
E File name Comment Last Date

> Image_23.01.2022_10_48_... Acup of coffee sitting on top of ...~ 1/23/2022

A cup of coffee sitting on top of a table. [Virus
Scanned]

X

Browse  Upload

Editurl

Edit
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Demo

Let's See It!
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Summary

Files are now protected from malicious actors, and the
process of uploading is seamless.
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